MUT TII Cyber Protection

Multi-Vendor Comparison: Security

Carbon Crowd BlackBerry ‘

Feature MUTTII Black Strike Cylance F-Secure E:ts)persky Malwarebytes McAfee Microsoft o] Symantec . Webroot
Products MUTTII VMware Falcon Cylance F-Secure Endpoint Malwarebytes Endpoint Windows Sentinel Intercept X Symantec Apex One Webroot
compared Cyber Carbon Prevent (as | PROTECT Protectio Security for Endpoint Security Defender, One 2.0.16 Endpoint (as of May Business
Protect Black of May v1550 n Service Business Protection 1.9 10.7.0 including Singularity Protection 2020) Endpoint
Cloud 9.0 Cloud 3.0 2020) for v.11 Advanced Platform 14.3 Protection
Business Threat 9.0
(as of Protection (as of May
May (ATP) 2020)
2020) (as of May
2020)

Deployment options

Vendor's v v v v v X v v v v v X v v
cloud (SaaS)
On-premises v X X X X v X v X v v v v X

(software)

Service-provider features

A platform
for multi-
service
management
(security,
backup, DR, v X X X X X X X X X X X X X
FSS,
eSignature
and
notarization
services)
Multi-tenant
management v v v v v v v v X X v v v v
portal
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MUTTII

BlackB K k . inel
Feature MUTTII (e Cro.wd ackberry F-Secure aspersky Malwarebytes McAfee Microsoft <0G Sophos Symantec Webroot
Black Strike Cylance Lab One
Reseller v X X X X X X X X X X X X X
management
Whlt?- v X X X X X X X X X X X X X
labeling
Pay-as-you-go v X X v X v v v X X v v v
pricing
* Autotask, * * Kasey * Autotask, * Autotask, * Kaseya * Kaseya * Kaseya
* Connect Connect a, * Connect * Kaseya * Connect * Connect * Connect
Wise Wise * Solar Wise * Connect Wise Wise Wise
Automate Automate Winds Automate Wise Automate Automate Automate
* Connect MSP * Connect Manage * SolarWind * Autotask * Connect
Wise * Datto Wise s Wise
Manage RMM Manage N-central Manage
) * Connect * Tigerpaw * Atera
Integration Wise One * Datto
with PSA and | control X X * SolarWind X X X X RMM
RMM tools * Kaseya s * Pax8
* Atera N-central * Bright
Gauge
* Conti-
nuum
* NinjaRMM
* Pulseway
* Syncro
API for
custom v v v v v v X v v v v v v v
integration
Supported 25 1. 1 1 27 1 1 20 1 1 12 1 installed - 12 14
English . . . . . . .
|anguages languages only English only English only languages English only English only languages English only English only languages English languages languages
Supported operating systems
Windows v v v v v v v v v v v v v v
Mac v v v v v v v v v v v v v
Linux v v v v v v v v v X v X v
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Anti-malware features

MUTTII

ML/AI to
detect v v v v v v v v v
malware and
ransomware
Behavioral
analysis and Advanced
dynamic v X v v v and v v v
detection Advanced
rules with EDR
Pre-execution Advanced
ML/Al-based v v X X v and v v X
analyzer Advanced
with EDR
Protection
against zero- v v v v v v v v v
day attacks
Auto-
recovery of Data
files after a v X X X Advanced X X v
Guard X
ransomware module with EDR
attack
Self- v v v v v v v v v
protection
Automatic
anti-virus v X v v v v v X X
definition
updates
Installation
of the, latest v X v Advanced X X X v X
security and Total
patches
Malware Advanced
scanning of v v v v v and v v v
systems Advanced
with EDR
Traffic y y y y
analyzer X IPS IPS IDS IPS IPS v v X
(IDS<IPS)
X
Firewall Planned X v v v v v v v
(Q3)
. X
Emall. Planned X v X X v X v
security Q) Add-on Total
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Other cyber protection features

MUTTII

Vulnerability Advanced X
assessments v and X v v X v X
Add-on
of systems Enter-
prise
Advanced Advanced
Patch v and X Advanced X and Ad;(— n X X
management Enter- and Total Advanced ©
prise with EDR
Automatic
backups of
endpoints v X X X X X X X X
before
patching
Data
protection v X X X X X X X X
maps
CompI!ance v X X X v X X v X
reporting
Web Advanced v
protection / v X X v v and X Web X
URL filtering Advanced reputation
with EDR
Ability to
manage
Microsoft v X X X n/a X X X X
Windows
Defender
!:orens,lc . v Enter- v X v Advanced X v X
investigation prise with EDR
2FA v v v v X v v v v
. X Falcon
DeV|ceI Planned X Device v v Advanced v v X
contro (Q4) Control with EDR
module
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Management

MUTTII

Unified portal
for all
workloads

Unified
policies for
cybersecurity
and backup

Auto-
discovery of
machines

Remote
agent
installation

Remote
access to
machines via
integrated
RDP

Hard drive
health
monitoring

v v
X X
X X
v X
X X
X X
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